PPACONTROLL

General rules in the field of information and cyber
security for suppliers of PPA CONTROLL Group
companies

I. INTRODUCTION

To ensure the availability, confidentiality and integrity of the processes and information of PPA
CONTROLL Group companies, which for the purposes of these rules are:

PPA CONTROLL, a.s., Vajnorska 137, 830 00 Bratislava, ID No.: 170 55 164,

PPA ENERGO, s.r.0., Vajnorska 137, 830 00 Bratislava, ID No.: 31 368 484,

PPA INZINIERING, s.r.0., Vajnorska 137, 831 04 Bratislava, ID No.: 31 376 045,

PPA POWER DS, s.r.0., Vajnorska 137, 830 00 Bratislava, ID No.: 31 368 514,

PPA POWER, s.r.0., Sladkovi¢ova 47, 974 05 Banska Bystrica, ID No.: 31 618 103,

LiV ELEKTRA, s.r.0., Priemyselna 10, 821 09 Bratislava, ID No.: 35 769 840,

PPA TRADE, s.r.0., Vajnorska 137, 830 00 Bratislava, ID No.: 31 409 776,

PPA T&D, s.r.0., Vajnorska 137, 830 00 Bratislava, ID No.: 52 798 801,

PPA SPRAVA BUDOQV, s.r.0., Vajnorska 137, 831 04 Bratislava, ID No.: 35 751 983, (hereinafter
referred to as "PPA CONTROLL"), as well as compliance with legal obligations arising in particular
from Act No. 69/2018 Coll. on cyber security and on amendments to certain acts, PPA CONTROLL
places great emphasis on an adequate level of security among its suppliers and business partners
(hereinafter referred to as "suppliers").
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The requirements set out in Articles II. and III. of these rules are binding on all PPA CONTROLL
suppliers and the goods and services supplied, and are intended to ensure a basic minimum level of
cyber security.

Depending on the service/goods supplied, these requirements are supplemented in Section 3 by

specific requirements for suppliers of products, components and services with digital significance.

In the event of an increased risk to PPA CONTROLL, individual information and cyber security
requirements may be defined and agreed upon, which extend or specify the minimum requirements
described in this document.
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II. General provisions

1. The supplier shall ensure that all obligations under this document are also complied with by its
external staff and subcontractors.

2. If the cooperation of PPA CONTROLL is necessary to meet the requirements, the supplier must
expressly state this in writing.

3. Other contractual agreements remain unaffected.

IT1. General cybersecurity requirements for suppliers

1. Cybersecurity risk management must be clearly defined and systematically implemented
within the supplier's organisation. It is mandatory that there be direct reporting from the
responsible department to company management and that the company's commitment to the
importance and organisation of cybersecurity be publicly available. Ideally, an information
security management system in accordance with ISO 27001 or equivalent should be
implemented.

2. The supplier is obliged to implement appropriate technical and organisational measures to
reduce risk in at least the following areas and to regularly check and improve their
effectiveness:

a) appropriate use of information security assets
b) protection of personal data

c) remote access

d) access control / multi-factor authentication

e) response to cybersecurity incidents

f) vulnerability/update management

g) encryption standards

h) data/system classification

i) malware protection

) third-party connections

) Email/instant messaging

) physical security
m) human resources security

n) network security

o) data backup

p) IT service continuity / business continuity management (ITSCM / BCM)
q) secure software development

3. All contractor employees must be trained regularly — at least once a year — on the risks
associated with cyber security and the relevant regulations in force.
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IV. Rules for cooperation with PPA CONTROLL in the area of

cybersecurity

1. The supplier undertakes to inform PPA CONTROLL without undue delay at
incident.ext@ppacontroll.sk if it becomes aware of a cyber security incident that has enabled
or could enable unauthorised access to PPA CONTROLL information, or that has or could have a
negative impact on the supplier's ability to deliver the agreed delivery (hereinafter referred to
as a "cyber security incident").

2. Inthe event of cyber security incidents involving PPA CONTROLL information, the supplier
shall:

a) inthe event of imminent danger, take appropriate and reasonable measures to minimise
damage to PPA CONTROLL,

b) document the measures taken in a comprehensible manner and provide the documentation
to PPA CONTROLL upon request,

¢) coordinate the disclosure of information about the incident with PPA CONTROLL,

d) immediately report requests from authorities for information or its provision and agree on
further action with PPA CONTROLL,

e) perform a root cause analysis, define and implement preventive measures to prevent
similar cases, and inform PPA CONTROLL about the action plan and its status until full
implementation.

3. If, for example, the supplier is requested by the authorities to disclose PPA CONTROLL
information to third parties without the consent of PPA CONTROLL, it shall use all legal means
to prevent disclosure and immediately inform PPA CONTROLL if permitted by law.

4. If the supplier works with PPA CONTROLL systems and/or performs activities on PPA
CONTROLL premises, it undertakes to comply with the applicable PPA CONTROLL
cybersecurity guidelines.

5. At the request of PPA CONTROLL, but no later than upon termination of the contractual or
business relationship, the supplier must immediately return all assets provided by PPA
CONTROLL for the purpose of performing the contract. If the supplier still has access to PPA
CONTROLL systems that were set up in connection with the contract or an existing business
relationship based on the acceptance of an order or price quotation, they may not continue to
use them and must immediately inform PPA CONTROLL thereof. In addition, the supplier is
obliged to return all information/software and agreed documentation upon request, no later
than 3 days after the termination of the contractual relationship.

6. If the supplier or its subcontractor retains information about PPA CONTROLL that no longer
needs to be retained, it is obliged to inform PPA CONTROLL thereof. Upon approval by PPA
CONTROLL, the supplier or its subcontractor is obliged to delete this information immediately
and securely.
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7. A PPA CONTROLL group company is entitled to verify the supplier's compliance with cyber
security requirements through information and cyber security audits. For this purpose, the
supplier is obliged to immediately make available or send documents relevant to the audit at
the request of PPA CONTROLL. In addition, the supplier must immediately provide all
information necessary for the inspection and allow access to its production premises,
operations and other facilities during normal working hours, if necessary for the purposes of
the inspection. PPA CONTROLL shall give reasonable advance notice (at least 15 days in
advance) of the performance of an information and cyber security audit. In the event of
incidents affecting information security, PPA CONTROLL shall also have the right to make
unannounced visits. When exercising its control rights, PPA CONTROLL shall interfere as little
as possible with production and operational processes, take appropriate account of the
supplier's trade secrets and comply with data protection legislation. PPA CONTROLL may also
entrust the performance of inspections to a third party, which must, however, be contractually
or professionally bound to confidentiality towards third parties.

8. The supplier undertakes to provide PPA CONTROLL with information on the handling of PPA
CONTROLL data and on general information security rules so that PPA CONTROLL can assess
the supplier's status, i.e. the compliance of the cyber security measures implemented by the
supplier with the applicable legislation. This information is required at the beginning of the
cooperation and whenever new products or services are procured from the supplier that
require updated disclosure. The information may be provided via a questionnaire from PPA
CONTROLL. In order to minimise potential information security risks, PPA CONTROLL reserves
the right to request and evaluate additional information based on the disclosure provided.

9. PPA CONTROLL may require the supplier to jointly develop and implement a plan to remedy
the breach of information security requirements if the breach is related to the provision of
services to PPA CONTROLL. PPA CONTROLL may require the supplier to immediately initiate
specific and appropriate corrective measures. The plan must include a detailed schedule that
is appropriate to the nature and severity of the breach. If PPA CONTROLL develops its own
plan to address the breach of these rules, the supplier is obliged to provide reasonable
support for its implementation.

10. The supplier further undertakes to inform PPA CONTROLL of any significant changes affecting
its information security, such as technological changes or the cancellation/expiry of
certificates. If these changes have a significant negative impact on the level of security, PPA
CONTROLL has the right to withdraw from the contract on an exceptional basis.
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